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DEFINITIONS AND ABBREVIATIONS

The following words and expressions shall have the meanings hereby assigned to them:

(@) "Applicable Law" means the laws and any other instruments having the force of lawin
the Government's country, as they may be issued and in force from time to time;

(b) “Bank” or “Banks”, refers to all scheduled Indian Banks as per the RBI current
list(Schedule-II)

(c) "Contract” means the Agreement entered into between the Purchaser and the IT
Security Consultant (Supplier), together with the Contract Documents referred to
therein, including all attachments, appendices, and all documents incorporated by
reference therein.

(b) “Contract Documents” shall mean the following documents listed, including any
amendments thereto be read and construed as part of this Agreement, viz.:
i.  The Detailed award of contract;
ii. The General Conditions of Contract;
iii. The Schedule of Supply;
iv. The Instructions to bidders;
v.  The Purchaser’s Notification to the Supplier for Award of Contract;

viii. Vendor's response (proposal) to the RFP, including the Bid Submission
Sheet and the Price Schedules submitted by the Supplier;

ix. All the Annexures;
X. Acceptance of purchaser’s notification.

(d) “Contract Price” means the price payable to the Supplier as specified in the
Agreement, subject to such additions and adjustments thereto or deductions there
from, as may be made pursuant to the Contract.

(e) “Consultant” means the agency to be selected for rendering the IT Security
Consultancy Services to WBSEDCL.

(f)  “Day” means calendar day.

(g) “Delivery” means the transfer of the Goods and/or Services from the Supplier to the
Purchaser in accordance with the terms and conditions set forth in the Contract.

(h) “Completion” shall mean the completion of the Related Services by the Supplier in
accordance with the terms and conditions set forth in the Contract.
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"Effective Date" means the date on which this Contract comes into force and effect.

"GCC” means the General Conditions of Contract.

“Goods” means all hardware, software, networking equipment and/or other
equipment accessories and materials that the Supplier is required to supply to the
Purchaser under the Contract.

“Government” means the Government of India unless the context implies the
Government of the State of the Utility

“Intellectual Property Rights” means any patent, copyright, trademark, trade name,
service marks, brands, propriety information, whether arising before or after the
execution of this Contract and the right to ownership and registration of these rights

"Party"” means the Utility or the IT Security Consultant, as the case may be;

“Personnel” means persons hired by the IT Security Consultant as employees and
assigned to the performance of the Services or any part thereof; "Foreign Personnel”
means such persons who at the time of being so hired had their domicile outside the
Government's country; and “"Local Personnel” means such persons who at the time of
being so hired had their domicile inside the Government's country;

"Project” means all Activities covered under present contract

."Purchaser’s Country” shall mean India.

“Purchaser” means the entities purchasing the Goods and/or Services,. It has been
used to mean Owner or Utility in this document.

“Related Services” means the services to be provided as per the requirements
/conditions specified in the Contract. In addition to this, the definition would also
include other related/ancillary services that may be required to execute this Contract.

"Starting Date" means the date referred to in Clause 8 of GCC;

"Services" means the work to be performed by the IT Security Consultant pursuant to
this Contract for the purposes of the Project, as described in the Scope of Work
hereto;

“Subcontractor” means any natural person, private or government entity, or a
combination of the above, including its legal successors or permitted assigns, to whom
any part of the Goods to be supplied or execution of any part of the Services is
subcontracted by the Supplier.

IT Security Consultant shall not sub-contract any part of its obligation under the
present contract.
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(w) “Supplier” means the natural person, private or government entity, or a combination
of the above, whose bid to perform the Contract has been accepted by the Utility and
is named as such in the Agreement, and includes the legal successors or permitted
assigns of the Supplier. Supplier has been used to mean IT Security Consultant in this
document.

(y) "“The Site,” shall mean all identified locations within the State of West Bengal, where
the Supplier carries out any installation of Goods or is required to provide any
Services.

(z) "Third Party” means any person or entity other than the Government, the Utility, the
IT Security Consultant or any other party as implied by the usage and context

(aa) “"OEM” means the Original Equipment Manufacturer of any equipment / system
/software / product.

(bb) “Kick off Meeting” means a meeting convened by the Purchaser to discuss and
finalize the work execution plan and procedures with the IT Security Consultant.

(cc) "in writing” means communicated in written form with proof of receipt

(dd) “Utility” means the Utility calling for RFP i.e. WBSEDCL
(ee) “Owner” means the “Utility” calling for RFP

(ffy “IT Security Consultant” means the agency appointed to perform services for the
Utility under this contract.

About WBSEDCL

The main business of WBSEDCL is distribution and hydro generation of electricity. It is also the
nodal Agency of the Government of West Bengal for undertaking Rural Electrification task in
the State with objective of providing access of electricity to all rural households in the State in
line with the National Rural Electrification Policy.

Over the years, WBSEDCL has been continually evolving to position itself as a leading Power
Utility services organization of the Country. Changed work culture and improved mindset has
helped the Company move towards better customer service, with special focus on fast-track
systems for commercial and industrial power. Major initiatives have improved distribution
efficiency. WBSEDCL continually strives to enhance the quality of services delivered to its
customers. WBSEDCL provides power to 96% of West Bengal, catering to every sector - from
ordinary villages to huge industrial units. It serves a customer base of around 1.80 crore
across West Bengal. The service network spans over 5 Zones, 20 Regional Offices, 74
Distribution Divisions and 512 Customer Care Centers.

These are indeed exciting times for the Company, given its rapid progression from providing
engineering solutions, to solving complex customer challenges, to providing innovative
solutions. WBSEDCL has implemented Enterprise Resource Planning — SAP in Financial
Accounting & Control, Material Management, HR with Payroll, Plant Maintenance and Project
System.

Tender Notice No. :WBSEDCL/IT&C/90.00/881 dated 31/08/2018
RFP for Selection of IT security Consultant Page 4



Under Restructured Accelerated Power Development Reform Program (RAPDRP) funded by
Govt. of India (GOI), WBSEDCL has implemented remote collection of Energy Meter Data
installed at various EHV & HV substations, Distribution Transformers and consumer
(connected load 50 KW and above) premises with 61 Urban Towns from the Central Data
Center (DC) at Rajarhat, a Tier-2 Data Center, constructed under the above Project with a
Disaster Recovery Center (DRC) at Berhampore.

For solving complex customer challenges and for providing more efficient service to the
consumers, a Project titled Integrated Power Development Scheme for strengthening of sub
transmission and Distribution networks, metering of Distribution transformers etc. in the
urban areas has been undertaken. A programme for system improvement under Sech Bandhu
Scheme has also been conceived for rural areas.

WBSEDCL is innovating and embarking upon an IT-enabled system across the organisation to
ensure greater engineering predictability and to position itself into the best utility in the
country in terms of customer service, efficiency and financial viability.

On the above background, WBSEDCL invites sealed tenders from the eligible vendors having
requisite credential , offering consultancy services to WBSEDCL in the field of IT Security of the
Company so that its core business of power distribution is not hampered due to any kind of
attack on its IT and SCADA Network.

Obijective of theRFP

Computer Network of WBSEDCL comprises a Centralised Computer( Server) System at Data
Centre ( DC), physically located at Newtown , Rajarhat, Kolkata and Client machines ( 4000
plus in number) at various offices and establishments distributed all over West Bengal. The
Disaster Recovery (DR) Centre, located at Berhampore, is connected with Data Centre over
MPLS link. Apart from the IT System, SCADA/ DMS System in three towns ( KolkataUA, Siliguri
and Asansol ) is also under implementation stage which will be integrated to IT System. The
main objective of this EOI is selection of an IT Security Consultancy Firm who will handhold
WBSEDCL, acquire knowledge of WBSEDCL system and business process for imparting
necessary inputs i.r.o. IT Security in order to make the IT and SCADA system secured from the
point of view of internal or external attack on the IT Network and System
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IB.1.

IB.2.

IB.3.

IB.4.

SECTION: I
INSTRUCTION TO BIDDER (IB)

West Bengal State Electricity Distribution Company Limited hereinafter referred to as
WBSEDCL, a Govt. of West Bengal Enterprise is responsible to distribute uninterrupted and
quality Power within the State of West Bengal.

WBSEDCL's network is spread throughout the State of West Bengal having Head Quarter at
Kolkata.

WBSEDCL have rolled out various IT Projects at the site offices throughout of West Bengal &
implemented Data Centre at Rajarhat, New Town, Kolkata and Disaster Recovery Centre at
Berhampore. Implementation of SCADA/DMS in three towns is in progress in WBSEDCL.

WBSEDCL invites sealed bids with bidder's own seal in three separately sealed parts from
eligible vendors having requisite credentials as per detailed ‘Scope of Work' and other terms
and conditions given in this tender document.

Eligibility of Bidders:

IB.2.1. Vendors fulfilling the Eligibility Criteria mentioned in the Annexure —II shall be
considered as eligible for bidding.

1B.2.2. Required supporting documents are to be submitted as per clause IB.17.

Issue of BID Documents:

Intending Bidders desirous of participating in the tender are to log on to the website
http://wbtenders.gov.in. The tender can be searched by typing wbsedcl in the search box of
the website.

IB.3.1. Bidders willing to take part in the process of e-tendering are required to obtain
Digital Signature Certificate (DSC) in the name of person who will sign the
tender, from any authorized Certifying Authority (CA) under CCA, Govt of India
(viz. nCode Solution, Safescrypt, e-Mudhra). DSC is given as a USB e-Token.
After obtaining the Class 2 or Class 3 Digital Signature Certificate (DSC) from
the approved Certifying Authority they are required to register the fact of
possessing the Digital Signature Certificates through the registration system
available in the website.

IB.3.2. Intending bidders are to download the tender documents from the website
stated above, directly with the help of the e-Token provided. This is the only
mode of collection of tender documents. Details of submission procedure are
given in "Instructions to Bidders".

Responsibility of Bidders:

1B.4.1. It shall be the sole responsibility of Bidders to determine and to satisfy
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1B.4.2.

1B.4.3.

1B.4.4.

1B.4.5.

themselves by such means as they consider necessary or desirable for all
matters pertaining to this contract including, in particular, all factors that may
affect the cost, duration and execution of the work.

It must be understood and agreed that such factors have properly been
investigated and considered while submitting the bid. Any claim, whatsoever,
including those for financial adjustments to the contract, once awarded under
these documents will not be entertained by WBSEDCL. Neither any change in
time schedule of the contract nor any financial adjustments, arising thereof,
shall be permitted by WBSEDCL, which are based on the lack of such clear
information of its effect.

The bid shall include all the information as per bid document.

The bidder shall bear all the costs associated with the preparation and
submission of bid and WBSEDCL in no case shall be responsible or liable for
these costs, regardless of the conduct or outcome of the bidding process.

In order to avoid any problem arising out of network error or server error,
bidders are advised to submit the bid, well in advance of the last date and time
of submission of the bid.

IB.5. Formation of cartel & penal Measures:
Any evidence of unfair trade practices, including overcharging, price fixing, cartelization etc. as
defined in various statutes, will automatically disqualify the parties. Repeated occurrence of
such evidence of above bidders may also be viewed seriously by the WBSEDCL authority and
penal measures as deemed fit would be imposed on such bidders.
IB.6. Key Dates: Schedule of Dates for e-Tendering:
Sl. No. Activity Date & Time
1 Publishing Date 07.09.2018
2 Document Download start date 07.09.2018 at 02:00PM
3 Last Date of Submission of Pre Bid Query 14.09.2018 at 02:00 PM
4 Date of Pre-bid Discussion R5.09.2018 at 11:00AM
5 Bid submission upload start date 04.10.2018 from 02:00 PM
6 Bid submission upload end date p6.10.2018 upto 02:00PM
29.10.2018 upto 02:00PM
7 Last date of physical submission of Tender Fee and EMD
8 Technical Bid opening date 31.10.2018 at 11:00AM
9 Financial Bid opening date Will be intimated later
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IB.7.

IB.8.

IB.9.

IB.10.

IB.11.

IB.12.

If any ‘Strike’ or 'Holiday, falls on any of the scheduled date, then the next working day
(between mentioned working hours) shall be considered as scheduled date and schedule
time.

Pre Bid Discussion:

1B.8.1. Pre bid discussion will be held at Conference Room, IT&C Cell, 3" Floor, Block-
D, Vidyut Bhawan as per schedule indicated in “Key Dates Clause” (IB.6) above
to clarify the queries, if any, from the vendors in respect of tender. Selected
vendors who shall purchase the Bid may participate (maximum two persons per
Vendor) in the said meeting for any such clarification. Pre-bid queries should be
submitted to Chief Engineer, IT&C Cell, 3" Floor, Block-D, VidyutBhavan within

1B.8.2. Non-attendance at the pre bid discussion will not be a cause for disqualification
of the bidders.

Clarification of Bidding Documents:

If there be any discrepancy or obscurity in the meaning of any clause of the bid document,
such queries must be sent to the Chief Engineer, IT&C Cell, in written form three days prior to
the date of Pre-bid discussion. Such query received from vendors prior to pre-bid discussion
shall only be discussed in the pre-bid meeting. No other query except the written submitted
ones will be clarified during pre bid discussion. After submission of bid, correspondences
regarding changes in taxes, duties or statutory obligations if any can only be made.
Correspondences in any other form shall be treated as ‘Bad Conduct’. If any changes are
decided in pre-bid meeting the same will be uploaded in the website http://wbtenders.gov.in

and no other communication shall be made afterwards on the issues discussed in the pre bid
meeting. The clarification given in pre-bid discussion shall be final and binding on the bidder.

Amendment / Addenda of Bidding Documents:

At any time, prior to the deadline of submission of Bid, WBSEDCL may, for any reason, modify
the Bidding Documents by issuing Addenda / Amendments and the same will be uploaded in
the website http://wbtenders.gov.in only in due time. WBSEDCL shall not have any obligation
to inform the vendor through any other mode of communication.

Language of the Bid:

The bid so prepared by the bidder and all other correspondences and documents relating to
the bid, exchanged by the bidder and WBSEDCL, shall be written in British English Language
only.

Period of validity of Bid:

The bid shall remain valid for acceptance up to 180 (One hundred Eighty) days from the date
of opening of Technical Bid of the tender. WBSEDCL may request to extend Validity of the bid
beyond 180 (One hundred Eighty) days if required so, without any change in offer.
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IB.13. Tender Fee:

IB.13.1.

1B.13.2.

All bids must be accompanied with a non refundable tender fee. The bid shall
be considered non responsive if the tender fee is not submitted along with the
bid.

Scanned copy of Demand Draft (DD) / Banker's Cheque (BC) towardsnon-
refundable Tender Fee of Rs. 6,000/- (Rupees Six Thousand only) plus
applicable GST issued by any branch of any Indian Scheduled Bank in favor of
“West Bengal State Electricity Distribution Company Limited” payable at
Kolkata, is to be uploaded while submitting the bid online. The details of the
instrument are to be entered while the bid is being submitted online.

IB.14. Earnest money [Bid Guarantee] :

IB.14.1.

IB.14.2.

1B.14.3.

IB.14.4.

IB.14.5.
IB.14.6.

All bids must be accompanied with a refundable earnest money, as “Bid
Guarantee”. The bid shall be considered non responsive if the earnest money is
not submitted along with the bid.

The EMD in the form Demand Draft (DD) / Banker's Cheque (BC) / Bank
Guarantee of Rs. 500000/- (Five Lac only) issued by any branch of any Indian
Scheduled Bank in favor of “West Bengal State Electricity Distribution Company
Limited” payable at Kolkata should be submitted to Chief Engineer, IT&C Cell,
WBSEDCL, 3 Floor, Block-C, Vidyut Bhawan. Scanned copy of the EMD should
be uploaded while submitting the bid online. The details of the instrument are
to be entered while the bid is being submitted online. The Bank Guarantee to
be submitted as per format in ANNEXURE-III shall remain valid for 180 days
from the date of submission of bid with a claim period of 6 (Six) months
thereafter.

The Bid Guarantee of the unsuccessful Bidder/ Bidders, will be returned against
their written claim within one month from the date of placement of order on
the successful Bidder/ Bidders.

The ‘Bid Guarantee’, of the successful Bidder/ Bidders, will be returned within 30
(Thirty) days from the date of acceptance of Performance Guarantee to be
submitted as per Performance Guarantee Clause of bid document.

No interest shall be payable by WBSEDCL on the above Bid Guarantee.

The Bid Guarantee shall be forfeited for any of the following reasons:

IB.14.6.1.If during the period of bid validity, the bidder withdraws or modifies the bid

in part or as a whole.

IB.14.6.2.If the successful Bidder/ Bidders fails/fail to accept the order unconditionally

as per “Acceptance of Order” clause of bid document or fails/fail to furnish
the contract performance guarantee as stipulated in PBG clause of bid
document.

IB.14.6.3.If the successful bidder / bidders fails to extend the validity period of EMD as

per “Earnest Money” Clause of bid document.

IB.14.6.4.If any cartel is formed by the bidder in their quotation.

IB.15. General guidance for e-Tendering:
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Instructions/Guidelines for electronic submission of the tenders have been mentioned below
for assisting the bidders to participate in e-Tendering.

IB.15.1.

IB.15.2.

IB.15.3.

Registration of Bidders :

Any bidder willing to take part in the process of e-Tendering will have to be
enrolled &registered with the e-Procurement system, through logging on to
https://wbtenders.gov.in.

Digital Signature certificate (DSC):

Each bidder is required to obtain a class-II or Class-IlI Digital Signature
Certificate (DSC) for submission of tenders

The bidder can search and download NIeT& Tender Documents electronically from
the website mentioned in Clause 4 using the Digital Signature Certificate. This is
the only mode of collection of Tender Documents.

IB.16. Signing of Bids:

IB.16.1.

IB.16.2.

IB.16.3.

IB.16.4.

The bid shall be downloaded from the website www.wbtenders.gov.in and shall be
signed by a person / persons duly authorized by the bidder.

To be qualified for evaluation and finalization of contract, Bidder/ Bidders shall
submit a written power of attorney, authorizing the signatory of the Bid to act on
behalf of the Bidder in the form and manner which is acceptable by WBSEDCL.

All the pages of the bid and where, entries/ amendments have been made, shall be
signed by the person/persons signing the bid.

The complete bid shall be without alterations, interlineations or erasers, except
those to accord with instructions issued by WBSEDCL or as necessary to correct
errors made by the bidders, in which case such corrections shall be initialed by the
person/persons signing the bid. Bids not duly signed shall be treated as cancelled.

IB.17. Submission of Bid: Bids shall be submitted as under :

IB.17.1.

Tender documents are to be submitted online through the website
https://wbtenders.gov.in. All the documents uploaded by the Tender Inviting
Authority form an integral part of the contract. Tenders are required to upload all
the tender documents along with the other documents, as asked for in the tender,
through the above website within the stipulated date and time as given in the
Tender.

Tenders are to be submitted in two parts - one is Technical Proposal and the other
is Financial Proposal.

Documents for Technical Proposal are to be submitted at pre-defined folders. Price
bid under financial proposal is to be submitted at pre-defined folder named: (Price
Schedule) BOQ.

The bidders shall carefully go through the documents and prepare the required
documents and upload the scanned documents in Portable Document Format
(PDF) to the portal in the designated locations of Technical Bid.

The bidder needs to download the Forms / Annexures, fill up the particulars in the
designated Cell and upload the same in the designated location of Technical Bid.
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The documents uploaded shall be virus scanned and digitally signed using the
Digital Signature Certificate (DSC). Bidders should take note of all the
addendum/corrigendum related to the tender and upload the latest documents as
part of the tender.

IB.17.2. Part-1: Technical Proposal

The Technical Proposal shall contain scanned copies and/or declarations in the
following standardized formats in two covers:

IB.17.2.1. Statutory Cover

Under Statutory Cover/folder, there will be another four folders for submission of the
technical documents.

To be submitted in “Drafts” folder.

a) Tender Fee

b

Scanned copy of Demand Draft (DD)/ Banker's Cheque (BC) towards tender fee
as prescribed in the NleT, in favour of West Bengal State Electricity Distribution
Company Limited payable at Kolkata.

) Earnest Money Deposit (EMD)

Scanned copy of DD/BC OR Bank Guarantee (BG) as prescribed in the
NIeT(Annexure-IV)towards EMD, in favour of West Bengal State Electricity
Distribution Company Limited payable at Kolkata.

. To be submitted in “Annexure” folder

a) Bid Proposal (Vide Annexure I)
b) Proforma for bank guarantee for contract performance (Vide Annexure VI)
€) Price Schedule in Un-priced condition (Annexure VIII).

.To be submitted in “NIT” folder

a) Notice Inviting e-Tender (NIeT)
b) Addenda/Corrigenda: if published

. To be submitted in “Other Annexure” folder

a) Schedule of Bid: The bidder needs to download the form for “Schedule of Bids”

(Annexure-IIA), fill up the particulars in the designated Cell and upload the
same in the designated location of Technical Bid. Submission of incomplete
“Schedule of Bids” will render the tender liable to summary rejection.

b) Eligibility Criteria(Annexure-II).

<)

Summary statement (Annexure-IIB) of annual turnover for a period of the last
three financial years i.e. for financial years 2015-2016, 2016-2017, 2017-18 as per
certified audit report for Companies and tax audit report in case of Firms or
Entities other than Companies.

d) Financial Strength of the Bidder as per Annexure- IIL

e)

f)

Statement of orders executed during last three financial years (Annexure-IIC) i.e.
for financial years 2015-2016, 2016-2017, 2017-18.

Proforma for undertaking to be submitted by the Bidders (Vide Annexure-IVA)
and Format of Letter of Bid (Vide Annexure-IVB).

g) Team Composition, Task Assignments and Summary of CV Information as per

Annexure- VII.
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h) CV for proposed Experts as per Annexure- VIIL

Note: Bidders are to keep track of all the Addendum/Corrigendum issued with the particular
tender and upload all the above digitally signed along with the NleT. Tenders submitted
without the Addendum/Corrigendum will be treated as informal and liable to be rejected.
Only downloaded copies of the above documents are to be uploaded, virus scanned and
digitally signed by the bidder.

IB.17.3. Non-Statutory Cover (My Document).

i. Company Details:

Company Profile describing the working area along with CIN (Corporate
Identification No) number & Certificate of Incorporation the working area.

ii. Certificates:

a) Valid PF (if applicable) Registration Certificate

b) Valid copy of PAN Card

c) Valid GST Registration No. Copy of certificate

d) Valid Professional Tax certificate (if applicable).

e) Copy of IT Return submitted for the last 3 assessment years 2015-16 & 2016-17,
2017-18.

iii. Financial Info:

e Annual turnover for a period of the last three financial years i.e for financial year
2015-2016, 2016-2017, 2017-2018. In this respect complete set of audit report for
Companies and tax audit report in case of Firms or Entities other than Companies
for financial years 2014-2015, 2015-2016, 2016-2017 are required to be submitted.

e Documents in support of Financial Strength (i.e. profitable) as mentioned in
Annexure- IIL

iv. Credential:

a) Documents to be submitted as mentioned in Annexure-II (Eligibility Criteria).
b) Any documents found necessary.

Note : Failure to submit any one of the above mentioned documents will render
the tender liable to summary rejection.

IB.17.4. Financial Proposal (Part-2)

The financial proposal needs to be submitted as per pre-defined standardised formats
in one cover (folder) named "BOQ" under main cover “Finance”. The bidder is to
upload, downloaded predefined Price Bid (MS Excel format) only with filled up
amounts in specified fields. The bidder will not be allowed to upload any Techno-
commercial terms and conditions in the 'Price Bid" offer/ BOQ. Any deviation taken in
the Price part shall not be accepted.

IB.17.4.1.To be submitted in “BOQ"” folder.

The bidder is to quote the rate in the blank spaces marked for quoting rate in the
Price Schedule Annexure-VI. Only downloaded copies of the above documents are to
be uploaded, virus scanned and digitally signed by the bidder. Any deviation in the
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IB.18.

IB.19.

format, content (Other than entry of the quoted price at the desired blank spaces) of
the Price bid/BOQ will render the tender liable to summary rejection.

IB.17.5. Submission of original copies of documents of Tender Fee and Earnest Money
Deposit :

IB.17.5.1. Mode of Payment:

Tender Fee must be submitted in the form of Bank Draft (DD) / Bankers
Cheque (BC) of any scheduled Bank of India. EMD must be submitted in the
form of Bank Draft (DD) / Bankers Cheque (BC) / Bank Guarantee (BG) of any
scheduled Bank of India. Payment in any other form will not be accepted.

IB.17.5.2. Place of submission:

The original DD/BC/BG, towards Tender Fee and Earnest Money Deposit shall
be submitted in the following office:

Office of the Chief Engineer, IT&C Cell,

West Bengal State Electricity Distribution Company Limited,
Vidyut Bhavan,3™ Floor, D-Block,

SaltLake, Sector-2, Kolkata — 700091.

IB.17.5.3. Time of submission:

The original DD/BC/BG towards Tender Fee and EMD shall be submitted in
the office as stated above within the date and time as specified in the NleT. If
the bidder fails to submit the original DD/BC/BG within the due date and time
his tender will not be opened and his bid will stand rejected.

IB.17.6. Conditional and incomplete tenders are liable to be rejected.

IB.17.7. No price preference will be allowed to any bidder based on the size of the
industry or its geographic location. Co-operative Society will not be
considered with separate status.

Late Submission of Bid:

Bidder shall take all possible measures to submit the bid within the schedule date & time at
specified folder/location prescribed elsewhere in the bidding document. Late submission of
bid for whatever reason shall not be accepted.

Withdrawal / modification of Bids:

IB.19.1. The bidder may withdraw / modify his bid after submission of bid, provided
that the notice of withdrawal / modification is received in writing by WBSEDCL
prior to opening of bid document (part-1) No withdrawal/modification will be
allowed after opening of bid document under any circumstances.
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IB.19.2.

Withdrawal of a bid during the interval after opening of bid document (part-1)

and the expiry of the period of bid validity specified by the bidder in the Bid
Form shall result in the forfeiture of the bid guarantee through encashment of
the DD/BG/BC by WBSEDCL.

IB.20. Opening and evaluation of tender

1B.20.1 Opening of technical proposal:

1B.20.1.1.

1B.20.1.1.

1B.20.1.1.

1B.20.1.1.

1B.20.1.1.

1B.20.1.1.

Technical proposals will be opened by the Tender Inviting Authority or his
authorized representative electronically from the website stated above, using
their Digital Signature Certificate.

Technical proposals for those bidders whose original copies of DD/BC/BG
towards tender fee & EMD have been received will only be opened. Proposals
corresponding to which original copy of DD/BC/BG towards tender fee &
EMD has not been received, will not be opened and will stand rejected.

Intending bidders may remain present if they so desire (restricted to two
person per Bidder).

Cover (Folder) for Statutory Documents (vide Clause 1B.17.2.1) will be
opened first and if found in order, Cover (Folder) for Non-statutory
Documents (vide Clause 1B.17.2.2) will be opened. If there is any
deficiency in the Statutory Documents, the tender will summarily be rejected.

Decrypted (transformed into readable formats) documents of the Statutory
and Non-statutory Covers will be downloaded for the purpose of evaluation.

Evaluation Procedure described in clause IB.23.

IB.20.2 Opening of financial proposal (price bids)

1B.20.2.1

1B.20.2.2

1B.20.2.3

1B.20.2.4

1B.20.2.5

1B.20.2.6

Financial proposals submitted by the bidders in the prescribed format
(ANNEXURE-VI) and declared technically eligible, will be opened
electronically by the Tender Inviting Authority from the web portal stated
above on the prescribed date.

No deviation in any form in the price-bid sheet is acceptable.
The encrypted copies will be decrypted and evaluated online.

After opening of the financial proposal the preliminary summary result
containing inter-alia, name of bidders and the rates quoted by them will be
uploaded.

The Tender Accepting Authority may ask any of the bidders to submit
analysis to justify the rate quoted by that bidder.

For any discrepancy in the amount of figures and words, the quoted amount
in words will prevail.

IB.21. Process to be confidential:

1B.21.1.

After the opening of bids, information relating to the examination, clarification,
evaluation and comparison of bids, and recommendations concerning the award of
Contract shall not be disclosed to bidders or other persons not officially concerned
with such process.

Tender Notice No. :WBSEDCL/IT&C/90.00/881 dated 31/08/2018

RFP for Selection of IT security Consultant Page 14



IB.21.2.  Any effort by a bidder to influence WBSEDCL or others connected in the process of
examination, clarification, evaluation and comparison of bids, and in decisions
concerning the award of Contract, may result in the rejection of his bid.

IB.22. Clarification of Bids:

To assist in the examination, evaluation and comparison of bids, WBSEDCL may ask the bidder

individually for clarifications of his bid at the appropriate stage of evaluation. The request for

clarification and the response thereof shall be in writing but no change in the price or substance

of the bid shall be sought, offered or permitted.

IB.23. Procedure of Evaluation :

Evaluation of tenders will be done in the following steps:

IB.23.1.Evaluation of Technical Proposal

1B.23.1.1.

1B.23.1.2.

1B.23.1.3.

1B.23.1.4.

IB.23.1.5.

While evaluation, the Tender Inviting Authority or his authorized representative
may summon of the bidders and seek clarification / information or additional
documents or original hard copy of any of the documents already submitted
and if these cannot be produced within the stipulated timeframe, their
proposals will be liable for rejection.

The summary list of bidders, whose bids will be found techno-commercially
eligible, will be uploaded in the web portals. Date of opening of financial bid
will be intimated to the techno-commercially qualified bidders.

All Technical proposal documents as specified in the tender will be examined
and assessed for the techno-commercial, performance and management
capability of the bidder.

The bidder shall not take any commercial deviation from the stipulation of Bid
document. If the bidder takes any commercial deviation, his Bid may be liable
for rejection.

Prior to opening of price bid, a meeting with qualified bidders may be arranged
to bring all the bidders under same commercial terms & conditions if
considered necessary. Date of meeting will be communicated to qualify bidders
in due course.

However, each bidder has to present their plan /approach of rendering the
consultancy service through a presentation date and time of which shall be
intimated by WBSEDCL.

IB.23.1.Evaluation of price bid:

1B.23.1.1.
1B.23.1.2.

1B.23.1.3.

Evaluation of Price Bid will include all the relevant taxes as applicable.

The bidder shall indicate the above prices clearly in the respective price
schedule.

If Rebate / Discount is offered, the financial impact of Rebate / Discount shall
also be brought out in the Summary Price Bid.
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1B.24.

1B.25.

1B.26.

1B.27.

IB.23.1.4. Conditional Rebate / Discount, if any, offered by any Bidder shall be outside the
purview of commercial terms & conditions and shall not be considered during
Bid evaluation. Any variation, up or down, in taxes & duties or any new levy

introduced subsequent to bid opening will not be considered for comparison of
bids.

IB.23.1.5. If any discrepancy is found in the total amount quoted and the total amount
evaluated based on quoted unit price then the quoted unit price will prevail
and the total amount will be arrived at considering the quoted Unit Price during

evaluation.

Price:

IB.24.1. The Bidder shall indicate the prices in Indian Rupees only.

1B.24.2. Incomplete or partial quotation will not be accepted and shall be liable to be
rejected.

1B.24.3. No deviation in any form in the Price Bid Sheet is acceptable

1B.24.4. Prices quoted by the Bidder shall be fixed. Bid/tenders submitted with
adjustable price quotations will be rejected.

1B.24.5. Rates quoted should be for a period of 5( five ) years for the items as
mentioned in Annexure - VI. The rates quoted should be exclusive of all taxes.

1B.24.6. The price offer shall be submitted in the prescribed format in Annexure — VII
only.

1B.24.7. The prices (excluding tax component) shall remain FIRM for the contract period
for which the contract is awarded. For introduction of any new levy or change
of tax rate will be considered till completion of the service within stipulated
period. GSTshall be payable over the quoted price as applicable and as per
prevailing rate.

1B.24.8. The Bidder, at his own cost, responsibility and risk may visit the Sitesconnected
to their service and may obtain relevant information before quoting the rates.
The costs of visiting the Site shall be at the Bidder's own expense.

Acceptance of Tender:

L1 bidder will be decided on the basis of technical and price bid evaluation for the overall
work after satisfying each sub-category. Lowest valid rate should normally be accepted.
However, the Tender Accepting Authority does not bind himself to do so and reserves the
right to reject any or all the tenders, for valid reasons.

Time Schedule :

The entire activity as per scope of work shall start after issue of LOA. Date of issue of LOA or
any other date mutually agreed shall be considered as zero date.

The “Time Schedule” as per clause GCC.2 should be strictly followed.

Taxes, Duties and other levies: The bidder shall be solely responsible for the taxes that may
be levied on the vendor's persons or on earning of any of his employees and shall hold the
employer indemnified and harmless against any claims that may be made against the
employer. The WBSEDCL shall not take any responsibility whatsoever regarding taxes under
Income Tax Act 1961 and GST Act (both CGST & SGST), for the contractor or his personnel
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1B.28.
1B.29.
I1B.30.

IB.31.

IB.32.

IB.33.

1B.34.

IB.35.

IB.36.

1B.37.

Statutory Obligations: Statutory obligations as per law of the land are to be complied.
P.F. Code No. : The vendor shall submit necessary PF code no.

Period of Contract: Initial Period of contract shall be 5 (five) years from the date of
placement of order or any other date as agreed upon mutually prior to the commencement of
the contract.

Issue of LOA : WBSEDCL will award the contract to the successful bidder whose bid has been
determined to substantially responsive and has been determined the lowest evaluated bid,
provided further that the bidder is determined to be qualified to perform the contract
satisfactorily. WBSEDCL shall be the sole judge in this regard.

Acceptance of LOA: The successful bidder shall submit written unconditional acceptance of
LOA within 15 (Fifteen) days from date of issuance of the same. Submission of conditional
acceptance of LOA shall be treated as non-compliance of this clause.

Right to reject Bids : WBSEDCL reserves the right to accept or reject any bid and to annul
the bidding process and reject all bids at any time prior to award of Contract, without
thereby incurring any liability to the affected bidder or bidders or any obligation to inform
the affected bidder or bidders the reason for WBSEDCL's action.

Representative of Vendors: The successful vendor is required to nominate their
officials/personnel with whom WBSEDCL will contact on all matters related to this job. The
bidder has to specifically furnish to WBSEDCL, the name, designation, mobile no. of such
person.

Eligibility Criteria: The bidder shall provide documentary evidence satisfactory & acceptable
to WBSEDCL to establish that they have the requisite credential, capability and experience to
handle the contract and meet requirements of all the Eligibility Criteria indicated in
ANNEXURE-II.

Settlement of Disputes: In case of any dispute arising out the contract, the same should be
settled through meeting between the WBSEDCL and the contracting agency at the
appropriate level. The necessary judicial affairs and/or Court Case shall be exclusively within
the jurisdiction of High Court at Calcutta only.

Communication: The successful vendor, for communicating with WBSEDCL, for this job may
use the following modes.
FAX- (033) 2337 2427.Telephone - (033) 2358 9665, 2358 4716.
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SECTION: I
Scope of Work [SoW]

1. Role of IT Security Consultant :

The IT Security Consultant’s role shall generally be but not limited to:

. Securing and optimizing WBSEDCL's IT systems
2. Helping WBSEDCL identify critical and data assets
To offer valuable inputs i.r.o. measures to be taken to make our network secured
from any kind of Cyber attack.
4. To check the IT Security Policy prepared by WBSEDCL and make it

comprehensive with reference to other such policies in Companies in India and
abroad .

5. Assist WBSEDCL in evaluating and implementing cyber security policy

6. Conducting risk and vulnerability assessments, gap analysis and preparing
reports

7. Malicious code review

8. Computer security incident response

9. Application and software security assurance

10. Insider threat and APT ( Advanced Persistent Threat ) assessment

11.  Social engineering (targeted phishing)

12.  IT risk management and compliance

13. Framing a Cyber Security Crisis Management Plan.

14.  To suggest the needful actions in case of detection of any Cyber Threats as also
during the cyber attack.

15. Post attack root cause analysis of an incident and preparation of report

16.  To assist WBSEDCL towards implementation of ISO 27001.

17.  To train a core group on various aspects of IT Security and for implementation
of ISO 27001.

18. Guiding WBSEDCL towards compliance of Government guidelines i.r.o. ITAct, 2000 ,
Aadhar Act 2016 and other advisories of Govt. Bodies like Cert-In, NCIIPC etc..

19. To conduct architecture reviews of networks and design/code review of web
application

20.  To conduct web application penetration testing.

21.  To conduct mobile application penetration testing ( All Platform)

The above roles of the IT Security Consultant is indicative and not exhaustive. Other IT Security related
assistance required to make our IT & SCADA Network secure shall fall under the purview of the roles
of the Consultant Firm.

2. Physical Area of Work :
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Any where within the area of operation of WBSEDCL .

3. Detailed Scope of Work :

WBSEDCL has implemented various IT projects. These projects includes implementation of various
application software like metering, billing, collection, new connection, Disconnection, Energy audit,
GIS mapping of electrical network, Network Analysis, Consumer Indexing, Meter Data Management,
MIS Reports etc. In those projects one Data Centre ( DC ) and one Disaster Recovery Center ( DRC )
were created. WBSEDCL is also in the process of implementation of SCADA/DMS in Kolkata UA,
Siliguri and Asansol towns. This SCADA/DMS project is also having three Control Centres in the
aforesaid towns and one Disaster recovery center at Berhampore.

Now the requirement is to protect all the application software used by WBSEDCL by creation of
Information Security Management System (ISMS) and implement the ISO 27001 certification.
Additionally perform Security Testing of all the existing software applications one time and regular
security testing of all the applications once in 6 months.

The requirement is to provide IT Security Consultancy and Implementation & Certification of ISO
27001 : 2013 for Head Office at Kolkata , Data Centre ( at Newtown , Rajarhat, Kolkata) and Disaster
Recovery Centre ( at Berhampur, West Bengal ), three Control Centres ( Kolkata UA, Siliguri and
Asansol) & one Disaster Recovery Centre at Berhampore( collocated with IT DRC) for SCADA/DMS
under R-APDRP and other offices and establishment of WBSEDCL all over West Bengal & maintenance
of certificate and periodic vulnerability assessment / penetration testing of existing / new upcoming
applications for a period of five (5) years.

Scope of Work of the IT Security Consultant shall essentially cover but not limited to the following as
also the task as mentioned under 'Role of IT Security Consultant’:

1. The Scope of Work is providing consultancy services for obtaining ISO 27001:2013
Certification as specified below:

e To check the IT Security Policy prepared by WBSEDCL and makes it comprehensive
with reference to other such policies in Companies in India and abroad.

e Identify and document the scope of ISO 27001 certification. Consultancy Organization
needs to identify functional areas and processes to be covered in the scope and
document the scope as per ISO 27001 certification requirement.

e Prepare ISMS policy, processes , systems and procedures relevant to managing risk
and implementation of ISMS for improving information security to deliver results in
accordance with the organization’s overall policies and objectives.

e Conduct ISO 27001 Gap assessment: Consultancy Organization shall conduct gap
assessment against the ISO 27001 standard and provide the current status of ISMS to
Utility management. The identified Consultancy Organization is required to provide
assistance to WBSEDCL internal team for closure of audit findings.

e Prepare guidelines, procedures and other subordinate documents: The Selected
Bidder would have to revise or formulate new requireddocumentation such as IT
Security policy, Standard & guidelines, Procedures, subordinate documents, Baseline
security, Crisis Management Plan, Business Continuity plan etc. The required
documentation should also include the steps to be performed for I1SO27001
compliance.

e Engage External certification Audit: The Consultancy Organization would have to
provide assistance for engaging external certification agency for certification audit
and extend support during Certification audit.
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e Provide proper guidance in the preparation and review of final documents well in
advance before the surveillance audit of ISO 27001:2013 certifications.

e Co-ordinate during final certification: Ensure to obtain ISO 27001 Certification for the
Utility by a selected certification body in the initial year and the subsequent
surveillance audit period.

e Ensure availability of required Consultants during the Surveillance Audit of ISO
27001:2013. Ensure closure of all the Non Conformities (NC), Minor NC's (MNCQ),
Observations (OBS) and Opportunity For Improvements (OFI) raised during the
Surveillance audits within the prescribed time limit to get the ISO 27001:2013
Certification.

e Propose suitable training schedules and develop customized training course material
in soft copy (as well as hard copy) and conduct in-house training for Utility employees
(including third party workers ) on ISO 27001:2013 in the areas of :

a. In-house one time training on ISO Awareness to all employees.

b. Developing Internal Audit team through training and practices: The
consultant shall facilitate training for ISO 27001:2013 "Lead Auditor" to Six
(06) Utility personnel through an accredited training Institute culminating into
certification. The expenditure on account of providing training to batch of 06
participants including training materials, software ( if required ) and cost of
certification shall be in the scope of the consultants. However, the other
incidental expenditures such as Travel and Lodging for the participants shall
be borne by WBSEDCL.

¢. In-house three times training to Core Team Members on ISO 27001:2013 and
selected Utility officials to conduct Internal Audit.

d. Departmental ISMS co-coordinator Training: Training cum Awareness session
for departmental ISMS co-coordinators approximately 20 personals for one
week on ISMS shall be arranged at WBSEDCL premises which enables them to
participate in Internal Audit.

e. Training to Top Management: Training cum Awareness session for Top
management approximately 20 personnel for half a day on ISMS shall be
arranged at WBSEDCL premises.

f.  Preparation of Training material (PPT, Manuals, Video etc.)

e Gap Analysis vis-a-vis ISO 27001: The Gap Analysis exercise has to be carried vis-a-vis
all domains of ISO 27001 few points are listed below:

i. Analyzing the existing IT Security and Archival Policy.
ii. Organizational Security,

iii. Asset Management,

iv. Human Resources Security,

v. Physical & Environmental Security,

vi. Communications and Operations Management,

vii. Access Control,

viii. Information Systems Acquisition, Development and Maintenance,
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ix. Information Security Incident Management,

X. Business Continuity / Disaster Recovery Plan

Preparation and submission of current state & Gap Analysis report and road map
including measurable goals of the project with suggested areas of improvement.

Preparation of corrective (CA) & preventive action (PA) plan
Facilitating Management Review meeting

ISMS Documentation & Pre - Certification Assessment Audit: The consultantshall
prepare and submit: ISMS Manual, Process & Procedure documents, any other
document required for ISO 27001 certification but not specifically mentioned in this
document.

Pre - Certification Assessment Audit :

i. To gauge the readiness of organization post Implementation stage vis-a-vis
ISO 27001 Certification requirements, the consultant shall conduct Internal
Audit.

ii. Vulnerability Assessment (VA) and Penetration Testing (PT) to assess external
and internal system weaknesses: VA & PT shall be performed as part of the
Risk Assessment exercise for 200 Servers and all Network devices to provide
assurance of the Information system and its ability to withstand intentional
attempts to circumvent system security.

iii. Engineer In-charge or his representative shall propose the devices to be
tested. The consultant shall submit detailed testing report including remedial
actions to be taken for closing NCs (non-compliance) if any.

Post Certification Support (Duration- Annually for a period of 5 years) for performing
audit to make sure that designed process are followed and complied.

Organize 3rd party Auditby Certifying body

Handholding till final certification (ISO 27001) from Certifying Body for all the
locations.

Organize Surveillance Audit by Certifying body

Any other task required for obtaining ISO 27001 Certification.

2. Scope of work related to Conducting Vulnerability Assessment/Penetration Testing
(VA/PT) :

a. To conduct Vulnerability Assessment and Penetration Testing (VA-PT) once for all the

software applications used by WBSEDCL and all the ICT devices used in Data Centre at
Rajarhat , Disaster Recovery Centre at Berhampore, SCADA project and other offices of
the DISCOMS.

. Conducting regular VA-PT once in six months for all the applications, ICT devices
installed in DC, DRC of R-APDRP, DC, DRC of SCADA project, Non R-APDRP project.

. To identify the gaps observed in VA/PT test and suggest necessary improvements to
close the non-conformity, if any, observed during the test.
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d. The vendor should carry out an assessment of Threat & Vulnerabilities and assess the
risks in servers and network. This will include identifying existing threats if any and
suggest remedial solutions and recommendations of the same to mitigate all identified
risks, with the objective of enhancing the security of Information Systems

e. VAPT activities: VAPT should be comprehensive but not limited to following activities:

i. Port Scanning

ii. System Identification & Trusted System Scanning
iii.  Vulnerability Scanning

iv.  Malware Scanning

V. Spoofing

vi.  Scenario Analysis

vii. ~ OS Fingerprinting

viii. ~ Service Fingerprinting

iX. Denial of Service (DOS) Attacks
X. DDOS Attacks

xi.  Authorization Testing
xii.  Lockout Testing
xiii. ~ Password Cracking

xiv.  Containment Measure Testing

xv.  Server Assessment (OS Security Configuration)
xvi. Database Assessment

xvii. Vulnerability Research & Verification

xviii. Man in the Middle attack

xix. Man in the browser attack

xx.  Attempt ARP poisoning

xxi.  Attempt MAC flooding

xxii. Attempt DNS poisoning

xxiii. Any other attack

e The VA/PT should include latest vulnerabilities top ten OWASP(Open Web Application
Security Project).

e VA/PT tools should be non-intrusive and non-destructive.

e To conduct rescanning and furnish the compliance report on VA/PT to comply with
ISO 27001:2013 requirements.

e Train the selected officers on conducting VA/PT test.

e Preparation of Training material (PPT, Manuals, Video etc.)
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3. Details of Existing application
Present IT Applications implemented by Utility is mentioned below for which bidder needs to do security audit, bidder will also do security audit for any
added hardware and software to be added future during the contract period:
o Hardware& Software Infrastructure to run SAP-ISU, MDAS, GIS, CRM ,SAP-ERP,SCADA,Smart-Grid Application :-
Locations
Smart
SCADA Grid Kolkata | Bidhannagar
SL | Infrastructure SCADA Control DR control | Zonal Regional Bidhannagar | Bidhannagar | IT&C | Communic
No | Details DC | DR | Centres(3 no.)* | Centre* | Centre | Office Office Division -1 CCC -1 Cell ation Cell Total
1 Physical Servers | 187 | 119 49 4 8 367
2 Networking 26 | 25 48 8 12 1 1 1 122
Devices
3 Storage 5 5 1(2TB) 1(6TB) | 1(5TB) 10
4 | Tape Library 5 5 1 2 0 13
Connectivity 2 2 62 1 2 1 1 1 1 73
(MPLS)
5 Connectivity 2 2 3 0 2 9
(ILL)
Connectivity 0 0 69 0 100 169
(GPRS)
6 Client PCs/Users | 10 2 24 2 4 6 6 4 4 30 8 100
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*Three Control Centres for SCADA/DMS situated at Kolkata, Siliguri and Asansol one each at
these three towns. The SCADA DR Centre is co-located with IT DRC at Berhampur.

Note: The list above is not exhaustive. Actual quantity may vary upto + 10% or - 10 % .

(a) Brief Descriptions of IT Applications (SAP-ISU, MDAS, GIS, CRM):

Module: Meter Data Acquisition System,

Module :Energy Audit, Technology: SAP Technologies

Module: New Connection , Technology: ORACLE Technologies

Module: Disconnection and Dismantling, Technology: SAP Technologies

Module: GIS based customer Indexing and asset mapping, Technology: ESRI INDIA &

ORACLE Technologies

GIS based integrated network analysis module, Technology: PRDC INDIA

Centralized Customer Care Services Technology: SAP Technologies)

Management Information System (MIS) Technology: SAP Technologies

9. Web Self Service Technology: SAP Technologies

10. Identity and Access Management System Technology: SIPASS TECHNOLOGY SIEMENS

11. Development of Commercial Database of Consumers, Technology: SAP Technologies

12. Metering, Technology: SAP Technologies

13. Billing, Technology: SAP Technologies

14. Collections, Technology: SAP Technologies, Android based Mobile Apps, Third Party
Integrator,

15. Asset Management, Technology: CA Technologies

16. Data warehousing and Business Intelligence, Technology: SAP Technologies

17. Mobile Application: Android based spot billing application

v wn =

®© N o

(b) Brief Descriptions of ERP Applications :

. Module : Finance (FI), Technology: SAP Technologies
. Module : CO (Control), Technology: SAP Technologies
. Module : MM (Material Management), Technology: SAP Technologies

Module : PM (Project Management), Technology: SAP Technologies
Module : HCM (Human Control Management), Technology: SAP Technologies

1

2

3

4. Module : PS (Project System), Technology: SAP Technologies

5

6

7. Module : DMS (Document Management System), Technology: SAP Technologies

(c) SCADA/DMS Application Details

SCADA/DMS Applications
WEB Application

NMS Application

Backup Application

ISR Application

ICCP

AntiVirus

Firewall etc.

® NV AWM =
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(d) Smart-Grid Application Details

Smart Grid software suite named “GridLogik” consisting of following modules
(i) MDAS(Meter Data Acquisition system)

(iv) Consumer Portal.

(i) MDMS(Meter Data Management system)
(iii) PLM(Peak Load Management)

Base Computer Station Software:Base Computer Station softwares of CMS and SumeruVerde(Meter

Manufacturers) to upload Meter Data to Computer and to generate ASCII/CSV file of billing data

for billing as required.

Third Party Application Software:The following are third party application software

4.0utline of Tasks to be carried out and Deliverables:

(i) SMS gateway.

ii) Database.

(
(
(
(

iii) Antivirus software
iv) Data Archiving software
v) NMS(Network Management Software)

(vi)Firewall Application.

The IT Security Consultant may be representing WBSEDCL post selection and appointment by
WBSEDCL. Any work, as and when required for secured running of the IT and SCADA System
may be supported by the IT Security Consultants. WBSEDCL may make all possible efforts to
provide support and help; however the final responsibility of the same shall rest with the IT

Security Consultant.

Sl. Phase of Milestone Deliverables Completion
No. Activities Time line
1. (a)Review of IT Security and (a) A report incorporating
Archival Policy prepared by suggestions for making the IT
WBSEDCL and submission of Security and Archival Policy
report on the policy. more comprehensive having
compared the same with
(b) ‘As —Is’ Study and 'Gap policies adopted by other
Phase -I Analysis’ Companies Three(03) Months
(Preparatory (b)Report on ‘As-Is’ and ‘Gap from the date of
Documentatio | (c) Creation of all the Analysis’ Placement of the
n) procedures and policies for (c) Creation & Documentation of | LOA
DC, DRC of IT System, all the procedures and
SCADA/DMS System, Head policies as per ISO
Office & other field offices 27001:2013, guidelines as
including the DR & Business published by the Govt. bodies
Continuity Plan, Cyber Crisis and mentioned in the RFP at
Management Plan ( CCMP) various places.
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Sl

No.

Phase of
Activities

Milestone

Deliverables

Completion
Time line

for WBSEDCL.

Phase-II
(Security Audit
Planning)

Operations and Management

Process and Control

- this includes the detail
planning of performing
security audit at various
WBSEDCL designated sites,
the activities to be
performed , roles &
responsibility of the
WBSEDCL personnel/staff,
date & time duration,
deliverables and their
templates and nature of
‘Non Compliances’ and
closure procedure with
respect to each.

A report on the task detailed
under the Milestone.

This document has to be agreed
& signed off by both WBSEDCL
and the IT Security Consultant.

Phase III
(Internal ISMS
Audit - VAPT)

Vulnerability assessment and
penetration testing for all
devices of DC, DRC,
SCADA/DMS Control Centres&
DR Centre and all the software
applications, devices at Head
Office and other field offices as
mentioned in the BoM. List of
equipment is given in the RFP
which may vary within +10%
or—10%.

Vulnerability assessment and
penetration testing including all
software applications, system
software, Databases, Hardware
devices etc. The final Report with
Executive Summary should
include: Identification of
vulnerabilities, top ten OWASP
(Open Web Application Security

1 Month after
completion of

The VAPT shall follow the . . . Phase I & II
. Project), Evaluation of potential
methodology of the White box | . o .
. . risks, Prioritization of risks,
penetration testing. estimated cost to affect
The Internal ISMS Audit should :
. . . remedies. VA/PT tools should be
be in compliance with ISO non-intrusive and non-
27001 Standard, Compliance destructive
to CERT-IN and other Statutory '
Bodies guidelines& advisories
issued time to time should
also be taken into account.
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Phase-VIII
Recertification

ISO 27001 certification

DCs, DRCs, SCADA Control
Centre & DR Centre, Smart Grid
Control centre, and other offices

Sl. Phase of Milestone Deliverables Completion
No. Activities Time line
4, Phase-1V Internal audit with Internal Audit report including 2 Month after
(Internal Management review Meeting | but not limited to following completion of
Audit+ VAPT checkpoints related to processes | Phase III
findings followed by the Operator for its
closure + Data Centre, Control Centre
License Audit) Management deliverables,
facility management services,
change management
procedures, IT Infrastructure
operations — hardware, software
and FMS, backup procedures,
antivirus measures, network and
security administration,
performance monitoring,
capacity utilization, web security,
documentation related to
applications hosted etc.
The audit report shall also
emphasize specifically the
efficacy of incident management
and asset management.
5.
Phase-V(Pre Training Materials as required for
Certification Training/capacity building imparting training as detailed
Assistance) elsewhere in the RFP
6. Within 09
Phase-VI DCs, DRCs, SCADA Control months from the
e . ISO 27001 certification Centre & DR Centre, Smart Grid | date of
(Certification) .
Control centre, and other offices | placement of the
LOA
7. Phase-VII
i/aup?rr)tiglz As detailed under SI. No.3 As detailed under SI. No.3 Quarterly basis
three years
8 Within 5 years

from the date of
placement of the
LOA
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SECTION: III

General Conditions of Contract [GCC]

GCC.1. General Terms:

GCC.1.1. The bidder has to furnish all the information as required regarding their offer.

GCC.1.2. Quotation from any sub-vendor will not be entertained.

GCC.1.3. Any form of consortium will not be allowed.

GCC.1.4. The bidder shall satisfy WBSEDCL with his ability to perform the Consultancy
work.

GCC.1.5. All correspondence, documents and Bid, exchanged between the Bidder and
WBSEDCL shall be written in English language. Failure to comply with this
request may disqualify a bidder.

GCC.1.6. The Company reserves the right, to reject any or all the tenders, at its discretion,

without assigning any reason whatsoever.

GCC.2. Time Schedule :

GCC.2.1.

GCC.2.2.

The entire activity as per scope of work shall start after issue of LOA. Date of
issue of LOA or any other date mutually agreed shall be considered as
zero date.

Total duration of the assignment will be 5( five ) years from the date of
placement of LoA.

GCC.3. Force Majeure

GCC.3.1.

GCC.3.2.

The vendor shall be under no liability if the vendor is prevented from carrying
out any of the vendor's obligations by reason of war, Invasion, act of foreign
country, hostilities, riots, civil commotion, mutiny, accident, earthquake, fires,
floods, orders and / or restrictions and other cause beyond the reasonable
control of the vendor. However, such force majeure circumstances are to be
intimated immediately and to be established subsequently with proper
documents / proofs to the entire satisfaction of WBSEDCL.

WBSEDCL will not take any additional liability towards enhanced taxes, duties
and price variation due to force majeure condition.

GCC.A4. Cancellation/Termination of Order: Either party may terminate the contract if (i) a

breach by the other goes uncured for 30 days after receipt of a notice from the
breaching party, or (ii) continuation causes breach of applicable law or regulation. Upon
termination Consultant shall be paid for the work done till date of termination. The
following causes may also lead to cancellation of LOA.

GCC.4.1.
GCC.4.2.
GCC.4.3.
GCC.4.4.

GCC.4.5.

Non acceptance of LOA as per “Acceptance” clause.

Non submission of Performance BG within time.

If failed to perform the IT Security Consultancy work.

In each above cases 15 days termination notice shall be issued prior to
termination of LOA.

If the bidder fails to render the IT Security Consultancy services
as per time schedule or the performance of the bidder is found to be not
satisfactory as per  the terms and condition as  stipulated in  the tender,
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the LOA placed on the bidder may be terminated.

Upon Termination of the Contract, the Supplier shall:

(i)

(ii)

(iii)

(iv)

Prepare and present a detailed exit plan within five calendar days of termination
notice receipt to The Chief Engineer, IT & C Cell of WBSEDCL (“Exit Plan”).
The Chief Engineer, IT & C Cell, WBSEDCL and along with designated team will
review the Exit plan. If approved, Supplier shall start working on the same
immediately. If the plan is rejected, Supplier shall prepare alternate plan within
two calendar days. If the second plan is also rejected, the Chief Engineer, IT & C
Cell, WBSEDCL or the authorized person will provide a plan for Supplier and it
should be adhered by in totality.
The Exit Plan should cover at least the following :-
a. Execute all documents that may be necessary to effectively transfer the
ownership and title,
b. Handover all developed codes, related documentation and other
Configurable Items, if any in his possession;
¢. Handover the list of all IT Assets, passwords at all locations to the
WBSEDCL.
The supplier and The Chief Engineer, IT & C Cell, WBSEDCL (or the authorized
person) will sign a completion certificate at the end of successful completion (all
points tracked to closure) of the Exit Plan.

GCC.5. Performance Guarantee:

The bidder will submit Bank Guarantee on non-judicial stamp paper of Rs.100/-
by any Schedule Bank in India, as per format enclosed (ANNEXURE-V) for an
amount of 10% of the Contract value within 15 days from the date of placement
of LoA to the Chief Engineer, IT&C Cell. No claim shall be made against the
Company in respect of interest on the Performance BG. The Performance
Security Deposit is liable to be encashed in case of noncompliance to the LoA or
failure to undertake satisfactory consultancy work. The BG shall be valid for 90
(Ninety) days after completion of contract period with a claim period of further 6
(Six) months.

GCC.6. Arbitration & Legal Jurisdiction:

GCC.6.1.

GCC.6.2.

GCC.6.3.

During execution of this contract, if any dispute arises thereby, shall be settled
amicably between WBSEDCL and yourself to the extent possible.

All disputes or differences in respect of which the decision if any has not become
final shall be settled by arbitration in accordance with the provisions of the
Arbitration and Conciliation Act — 1996 or any statutory modification thereof.
The venue of Arbitration shall be Kolkata only.

The necessary legal affairs and / or court case shall be exclusively within the
jurisdiction of Calcutta High Court only.

GCC.7. Liquidated damage:
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Sl

No.

Scope of Work

Methodology for Calculation of Liquidated Damage

Certification as per Phase VI
of the Clause .....

Quarterly VAPT as per Phase
VI

Recertification as per Phase-
VIII

Except as provided under GCC Clause 3, if the consultant
fails to perform any or all of the Services within the period
specified in the Contract, the Purchaser may without
prejudice to all its other remedies under the Contract,
deduct from the Contract Price, as liquidated damages, a
sum equivalent to 0.5% of the value of the affected
Services, supplied beyond stipulated delivery schedule for
each week or part thereof of delay until actual
performance, subject to a maximum of 10% of value of
such affected services. WBSEDCL may, without prejudice to
any other method of recovery, deduct the amount of such
damages from any money in their hand due or which may
become due to the contractor or from the Performance
Bank Guarantee. The payment or deduction of such
damages shall not relieve the contractor from his
obligation to complete the work or from any other of his

obligations and liabilities under the contract.

GCC.8.

GCC.9.

GCC.10.

Risk Purchase / Performance:

If the consultant fails to deliver the service as per the satisfaction of WBSEDCL,
WBSEDCL shall be entitled to execute the job through the best and nearest substitute
available elsewhere on the account and at the risk of the contracting agency or to
cancel the contract and the contracting agency shall be liable to compensate for any
loss or damage which WBSEDCL may sustain by reason of such failure on the part of
the Contracting Agency.

Extension of Period of Assignment:

Extension of Time Schedule as referred in clause no. GCC.2 may be considered in case if
the project work is extended beyond the contract period in the event of delay(s) not
attributable to the bidder. WBSEDCL may consider for payment of contract fee on
mutually agreed terms.

Limitation of liability :

Except in cases of gross negligence or willful misconduct:

GCC10.1neither Party shall be liable to the other Party for any indirect or consequential
loss or damage, loss of use, loss of production, or loss of profits or interest costs,
provided that this exclusion shall not apply to any obligation of the bidder to pay
liquidated damages to WBSEDCL, and
GCC10.2 the aggregate liability of Bidder to WBSEDCL, whether under the Order, in tort,
or otherwise, shall not exceed the amount specified in the Contract Price. Provided that
this limitation shall not apply to the cost of repairing or replacing solutions, or to any
obligation of the bidder to indemnify WBSEDCL with respect to patent infringement.
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GCC.11.

Submission of bills for payment :

Bills in triplicate as per terms of payment is to be submitted to the Chief Engineer, IT&C

Cell for payment.

GCC.12. Terms of Payment:

GCC.12.1.1.
GCC.12.1.2. No mobilization Advance will be paid.
GCC.12.1.3. Payment Schedule :

Payment will be released only after submission of Performance Bank Guarantee.

Payments will be released only on satisfactory acceptance of the deliverables for each Task as per

the following schedule:

Table A - Payment Schedule

S. Payment Schedule
No.

Fee Payable

Remarks

1 On Certification

50% of the Contract
Value

WBSEDCL will certify the
completion of this milestone

2 On Completion of Surveillance Audit
for 1% year after certification

10% of the Contract
Value

WBSEDCL will certify the
completion of this milestone

3 On Completion of Surveillance Audit
for 2" year after certification

10% of the Contract
Value

WBSEDCL will certify the
completion of this milestone

4 On Completion of Surveillance Audit
for 3" year after certification

10% of the Contract
Value

WBSEDCL will certify the
completion of this milestone

5 On Completion of Recertification

20% of the Contract
Value

WBSEDCL will certify the
completion of this milestone

Table B — Phase wise Payment Schedule during Certification process

Sl. Phase of Activities Fee Payable Remarks

No.

1. Phase -I (Preparatory Documentation) | 10% of certification price | WBSEDCL will certify the

2. Phase-II (Security Audit Planning) completion of this milestone
3. Phase III (Internal ISMS Audit- VAPT) 10% of certification price | WBSEDCL will certify the

4. Phase-1V (Internal Audit+ VAPT 30% of certification price | WBSEDCL will certify the
findings closure + License Audit) completion of this milestone

5. Phase-V(Pre Certification Assistance)

6. Phase-VI (Certification) 50% of certification price | WBSEDCL will certify the

On acceptance of offer, the successful supplier shall provide Performance Security of ten (10)
percent of the total value of Contract Price within 15 days of Letter of Award (LOA).
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GCC.13. conflict of Interest:

GCC.13.1.

GCC.13.2.

GCC.13.3.

GCC.13.4.

The Bidder shall not have a Conflict of Interest that may affect the Tendering
Process. Any Bidder found to have a Conflict of Interest shall be disqualified.
In the event of disqualification, the Bid Security of the bidder shall be
forfeited for the time, cost and effort of the Authority including
consideration of such Bidder's Proposal, without prejudice to any other right
or remedy that may be available to the Authority hereunder or otherwise.
Any Bidder found to have a conflict of Interest if his near relative is posted
as an employee/officer in any capacity in WBSEDCL, who is associated with
the Tender Inviting Authority.

Any Bidder found to have a Conflict of Interest if any employee of the
bidding firm/company has or develops a financial or other interest with any
employee/officer of WBSEDCL associated with the Tender Inviting Authority
during execution of the contract.

Any Bidder has a relationship with another Bidder/Bidders, directly or
through common third parties, that puts them in a position to have access
to each-others information about, or to influence the Tendering Process of
either or each of the Bidder.

GCC.14. Intellectual Property Right:

GCC.14.1.

GCC.14.2.

GCC.14.3.

All intellectual property rights in the software, all tools, processes, software,
utilities and methodology including any vendor proprietary products or
components thereof any development carried out by vendor thereto in the
course of providing services hereunder, including customization,
enhancement, interface development etc. shall remain the exclusive
property of vendor and WBSEDCL shall not acquire any right title or interest
of any nature therein except to the extent provided herein. Vendor shall
however grant in favor of WBSEDCL the right and non-exclusive, non-
transferable, perpetual and irrevocable license to use the software for the
purposes agreed hereunder

Similarly all the Intellectual Property Rights (IPR) in the third party/ open
source software used in providing services including those forming part of
or incorporated into the deliverables shall remain with the respective third
party owners/ vendor's licensor and WBSEDCL shall have user rights in
accordance with end user license agreement (EULA) as applicable to use of
such software.

Each Party however, shall be entitled to use in the normal course of its
business and in providing same or similar services or development of similar
deliverables for its other clients, the general knowledge and experience
gained and retained in the unaided human memory of its personnel in the
performance of this Contract.

GCC.15. Cconfidential Information :

WBSEDCL undertake to hold information shared in the course of this
business relationship in strictest confidence and undertakes not to disclose
such information, either in whole or in part, to any person other than those
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of its officers, employees, and agents who need to know the confidential

information for the purpose explicitly authorized for.

GCC.16. wBsEDCL personnel for liaison

GCC.16.1.  Controlling Officer :AdditionalChief Engineer, IT&C Cell.

GCC.16.2. Supervising Officer : Superintending Engineer, IT&C Cell.
GCC.16.3. site Officers: Respective Regional Manager/ Divisional

(Technical)/ AE (Technical) / Station Managers.

Manager / DE

GCC.16.4. Paying Authority: - Sr. Manager (F&A), Establishment Corporate, WBSEDCL will

be the paying authority.

GCC.17.

Enclosure:

©® N VA WD =

Annexure-I: Format of Bid Proposal

Annexure-II: Eligibility Criteria

Annexure-IIA: Schedule of Bids

Annexure-IIB: Summary statement of average annual turnover
Annexure-IIC: Summary statement of Order Executed.
Annexure —III : Financial Strength of the Bidder

Annexure-1V: Bid Guarantee-EMD-Format of BG.
Annexure-IVA: Undertaking.

9. Annexure-IVB: Letter of Bid.

10.  Annexure- V: Format of Performance Bid Guarantee

11.  Annexure -VI Price Bid Format

12.  Annexure — VII : Team Composition, Task Assignments and Summary of
CV Information

13.  Annexure — VIII : CV for Proposed International or Local Experts

14.  Annexure —IX : Declaration Regarding Clean Track Record
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ANNEXURE-I
BID PROPOSAL
From

Bidder's Name and Address

Contact person

Designation

Telephone No.(Land Line & mobile) :
Fax

Tender Reference

To

The Chief Engineer,

IT & C Cell,

West Bengal State Electricity Distribution Company Limited,
3" Floor, Block 'D’, VidyutBhavan.,

Bidhannagar,

Kolkata- 700 09I.

Sub. : Invitation to bid for consultancy service i.r.o.IT Security of WBSEDCL.
Dear Sir,

1. We the undersigned Bidder/(s), having read and examined in details the specifications
and other documents of the subject Tender, do hereby propose to execute the contract
as per specification as set forth in your Bid-Document.

(d) PRICES AND VALIDITY :

a  The rate is FIRM during the entire period of the Contract and not subject to any
price adjustment as per the Bidding Documents. All prices and other terms and
conditions of this proposal are valid for a period of 180 (one hundred eighty) days
from the date of opening of the price bids. We further declare that prices stated in
our proposal are in accordance with your bidding.

b We confirm that our bid prices is exclusive of taxes and duties.

C All Taxes like GST, if any, applicable on transaction from us to you payable extra
by you against production of documentary evidence to be submitted by us.

(e) BID GUARANTEE :
We have enclosed a Bid Guarantee in the form of DD/BG/BC from
.............................................. drawn in favour of WBSEDCL for an amount of
(H  DEVIATIONS :

We declare that contract shall be executed strictly in accordance with the specifications
and documents except for the deviations, all of which have been detailed out
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(9

Date

Place

exhaustively in our deviation schedules, in volume irrespective of whatever has been
stated to the contrary anywhere else in our proposal.

Further, we agree that additional conditions, deviations, if any, found in the
proposal documents other than those stated in our Deviation Schedules, save that
pertaining to any rebates offered, shall not be given effect to.

CONTRACT PERFORMANCE GUARANTEE :

We further agree that if our proposal is accepted, we shall provide a Contract
Performance Guarantee of value, equivalent to ten percent (10%) of the Contract Price
as stipulated in Bid document in the form of Bank Guarantee (Please specify the form of
guarantee) in your favour within 15 (Fifteen) days from the date of placement of Letter
of Award.

Dated......cccccon..... this..oeere day of.... 2018

Thanking you, we remain,

Yours faithfully,

(Signature)

(Printed Name)
(Designation)

(Common Seal)

Business Address:

Name & Address of Authorized Signatory:
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Eligibility Criteria

Annexure - II

S.No

Pre-qualification Criteria

Supporting Compliance documents

The Bids shall be submitted only by the bidder, no
consortium is allowed in the bid

A certified document by the Authorised
Signatory

The bidder shall be a CERT -In empanelled established
Information Technology firm/ company/ management
consulting firm registered under the Indian Companies
Act, 1956 or a partnership firm registered under LLP
Act, 2008 and in operation for at least 5 years as on
31.03.2018 and shall have their registered office in
India.

Valid documentary proof of Certificate
of Incorporation, Certificate of
Commencement, Certificate consequent
to change of name, if applicable.

The bidder should have at least one office in West
Bengal or they should establish office in West Bengal
within 30 days of placement of order.

Address / Self Declaration.

The bidder must have the Average Annual Turnover
not less than Rs. 50 (Fifty) Crore for last three
financial years i.e. 2015-16, 2016-17 & 2017-18.

Duly attested:

i. Audited Balance Sheet
ii. PL Account

Bidder should have sufficient manpower to handle the
job preferably in the IT environment of Electrical
power utility in similar scope out of which minimum
10 nos. of experienced resources with ISO-27001 Lead
Auditor/ Lead Implementer Certification & minimum 5
nos. of resources having more than 5years’ experience
in ISO 27001 implementation.

i. Certificate by Statutory Auditor
or Company Secretary of the Bidder's
organization.

ii. CV as per Annexure- VIII

The bidder must Comply with all statutory obligations

i. PF Registration Certificate

ii. Copy of PAN Card

iii. GST registration number

iv. Copy of IT Return submitted for the
last 3 assessment years 2015-16 &
2016-17,2017-18.

The firm should not be blacklisted by any Central
Govt. / State Govt. /Govt. Bodies.

Certificate signed by the Authorized
signatory as per Annexure- IX.

The bidder has to be profitable and should not have
incurred loss in any of the last 3 consecutive Financial
Years (FY 2015 - 16, 2016-17 & 2017-18)

Annexure - III to be certified &
validated by Chartered Accountant
(CA) of the Bidder's organization

The bidder should have Web application security
testing experience (Manual and Automated) based on
standards such as OWASP (Open Web Application
Security Project).

Copy of Work Order / Contract.
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S.No

Pre-qualification Criteria

Supporting Compliance documents

10

Bidder shall have experience of providing ISO 27001
consultancy, implementation, and certification services
and shall have been in the business for a period of
three years as on 31.03.2018 .They should have
completed minimum 5 projects of design and/or
review of Information Security Policy/Procedure and
ISO 27001 implementation/ assessment in the last 5
years ending 31st March 2018.

Minimum 2 of these should preferably be with State/
Central Government /BFSI/PSU/Reputed Private
Organization/ Government Department/Power Utility
of value INR 25 lakhs or more.

Work Orders/Completion Certificates
confirming year and area of activity

11

The bidder shall have completed minimum 5 projects
of Network Assessment (Vulnerability Assessment and
Penetration Testing) in the last 5 years ending 31st
March2018. Minimum 2 of these should be with State/
Central Government /BFSI/PSU/Reputed Private
Organization/ Government Department / Power Utility
of value INR 25 lakhs or more.

12

The Bidder should be an ISO 9001:2008 and ISO
27001:2013 certified organization

Certificate copies are to be attached as
evidence
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Annexure - IIA

SCHEDULE OF BIDS

Name of the Bidder with office address Tel
No./Fax no./E.mail address

Address of Kolkata office and Tel no./Fax no./

2. E-mail address with the name of contact
person
3 | Contact Person with Telephone No., Mobile
No., E-mail ID and FAX No. of the Bidder
4. GST registration No.
Earnest Money (Amount and in the form of o
5. ) 6. Category of organisation
BG/DD/BC) submitted
Details of Earnest Money in BG/DD/BC as Company Registration
7. | submitted: 8. No.
9. | PF Registration No. & valid upto ( a copy
should be enclosed)
10. | PAN Card No
11. | Whether agreed to (YES/NO):
a) Terms of Payment Q) Risk purchase clause
b) Earnest Money clause d) Liquidated damage clause
12 Offer valid upto 180 days from the date of opening of Techinal Part
' of the Tender.
13. | The price should be Firm. The Prices are Firm.
Whether the bidder has submitted
14. | a) Current Professional Tax clearance certificate

b) Banker's Certificate within last one year.
c) Copy of PAN Card

( Signature and Seal of Tenderer )
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Annexure - IIB

Certificate regarding Summary Statement of Yearly Turnover

This is to certify that the following statement is the summary of the audit report /tax audit report

arrived in favour of ... for the three consecutive
years or for such period since inception of the Firm, if it was set in less than such three year's period.
Financial
Sl.
No. Turnover rounded up to Remarks
Year two digit after decimal
(Rs. In Lakh)
1 2015-16
2. 2016-17
3. 2017-18
Total
Average Turnover:
Note

Year preceding the current financial year is tobeconsideredasYear-1.

Average turnover is to be expressed in lakh of rupees, rounded upto two digits after

decimal.

Average turnover for 3 years is to be obtained by dividing the total turnover by 3.0. If the Firm
was setup in less than 3year'speriod, consider the turnover for the period from inception to
the year-1 It may be either 1.0 or 2.0. Average turnover is to be obtained by dividing the

total turnover by 1.00r2.0,as the case maybe.

Incase, the firm was set up in less than 3 year's period, mention the year of inception in the

‘Remarks’ column.

(Signature with Designation & Seal)
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STATEMENT OF ORDERS EXECUTED DURING LAST THREE FINANCIAL YEARS.

Annexure - IIC

SI.

No.

Work
Description

Financial
year

Order
No.
and
date

Name of
order
issuing

authority

Order
Value
in Rs.

Scanned Copy of
Performance
report of the

order submitted

or Not (YES/NO)

Remarks
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Annexure -III

Financial Strength of the Organization

S No. Financial Whether Annual net Overall Annual
Year profitable profit(in Annual Turn over from
Crores of .
turnover (in only
Yes/NO Rs.)
es/ Crores of Consultancy
Rs.) services
rendered in
India (in
1 2015-16
2 2016-17
3 2017-18
Note: Please enclose auditor’s certificate in support of your claim.
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ANNEXURE-IV
PROFORMA OF BANK GUARANTEE
FOR BID GUARANTEE (Earnest Money)
(To be stamped in accordance with Stamp Act)
Ref. No.: Date :

To

The West Bengal State Electricity Distribution Company Limited
VidyutBhawan

DJ Block, Sector - II

Salt Lake, Kolkata - 700 091

Dear Sirs,
In accordance with your Notice Inviting Tender (NIT) under your RFP No. M/s

having its Registered Head Office at (hereinafter
called the Bidder) wish to participate in the said Tender for

As an irrevocable Bank Guarantee against Bid Guarantee for an amount of ___is required to be
submitted by the Bidder as a condition precedent for participation in the said Tender, which amount is
liable to be forfeited on the happening of any contingencies mentioned in the Tender Documents.

We, the Bank at having our Head Office at (Address of Bank)
guarantee and undertake to pay immediately on demand by West Bengal State Electricity Distribution
Company Limited the amount of (in words and figures) without any reservation, protest,

demur and recourse. Any such demand made by said Purchaser shall be conclusive and binding on us
irrespective of any dispute of difference raised by the Bidder.

This  Guarantee shall be irrevocable and shall remain valid up to ** . If any further
extension of this guarantee is required, the same shall be extended to such required period on
receiving instructions from M/s on whose behalf this Guarantee is issued.

All rights of West Bengal State Electricity Distribution Company Limited under this Guarantee shall
be forfeited and the Bank shall be relieved and discharged from all liabilities there under unless
WBSEDCL enforce a claim under this Guarantee against the Bank within three months from the
above mentioned expiry date of validity or, from that of the extended date.

In witness whereof the Bank, through its authorized Officer, has set its hand and stamp on this

day of 2018 __at
WITNESS:
(Signature) (Signature)
(Name) (Name)
(Official address) (Designation with Bank Stamp)

Attorney as per Power of Attorney No.
Date
** This date should be initially for one hundred eighty (180) days and may be extended from time to
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time.

ANNEXURE-IVA

PROFORMA FOR UNDERTAKING TO BE SUBMITTED BY THE BIDDER

(For genuineness of the information furnished on-line and authenticity of the documents
produced before Tender Committee for verification in support of his eligibility)

—————————————————————————————————————————————————— . Partner/Legal Attorney/ Accredited Representative

Of M/S =mmmmm e , solemnly declare that:

1. We are submitting Tender for the Work ---------------------- oo
against Tender Notice NO. ----===-------mmmmmmmm oo dt. -

2. None of the Partners of our firm is relative of employee of ------------oooooooooo
(Name of the Company).

3. All information furnished by us in respect of fulfilment of eligibility criteria and qualification
information of this Tender is complete, correct and true.

4. All documents/ credentials submitted along with this Tender are genuine, authentic, true and

valid.

5. If any information and document submitted is found to be false/ incorrect any time,
department may cancel my Tender and action as deemed fit may be taken against us,
including termination of the contract, forfeiture of all dues including Earnest Money and
banning / delisting of our firm and all partners of the firm etc.

(Signature of the Tenderer with Seal )
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Annexure - IVB

FORMAT OF LETTER OF BID

LETTER HEAD OF BIDDER (AS ENROLLED ONLINE ON e-Tendering PORTAL OF NIC)

To,
The Tender Committee,

Sub: Letter of Bid for the work

Dear Sir,

We offer to execute the work as per our offered bill of quantity in accordance with the
conditions of the NIeT document as available in the website. The details of the EMD being submitted
by us has been furnished on-line.

This Bid and your subsequent Letter of Acceptance / Work Order shall constitute a binding
contract between us.

We hereby confirm our acceptance of all terms and conditions of the NIeT document

unconditionally.

(Signature of the Tenderer with Seal)
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ANNEXURE-V

PROFORMA FOR BANK GUARANTEE FOR CONTRACT PERFORMANCE
(To be stamped in accordance with Stamp Act)
Bank Guarantee No.
Ref No. Date :

To

The West Bengal State Electricity Distribution Company Limited,
VidyutBhavan, Salt Lake,

DJ Block, Sector-1I,

Kolkata -700 09I (India).

Dear Sir,

In consideration of West Bengal State Electricity Distribution Company Limited (hereinafter referred
to as WBSEDCL) which expression shall unless repugnant to the context or meaning thereof include
its successors, administrators and assigns having awarded to M/s with
its Registered/Head Office at (hereinafter referred to as the
'Contractor') which expression shall unless repugnant to the context or meaning thereof, include its
successors, administrators, executors and assigns, a Contract by issue of Order No.____

dated valued at for (Scope of Contract) and the
Contractor having agreed to provide a Contract Performance Guarantee for the faithful performance
of TNE s Order NO. .. date

..................... (reference of original order), against Contract to WBSEDCL.

We (Name and Address)  having its Head  Office
at hereinafter referred to as the ‘Bank’) which expression shall, unless
repugnant to the context or meaning thereof include its successors, administrators, executors and
assigns do hereby guarantee and undertake to pay WBSEDCL, on demand any and all moneys
payable by the Contract to the extent of as aforesaid at any time upto
(day/month/year) without any demur, reservation, contest recourse or protest and or without any
reference to the Contractor. Any such demand made by WBSEDCL on the Bank shall be
conclusive and binding notwithstanding any difference between WBSEDCL and the Contractor or any
dispute pending before any Court, Tribunal or any other Authority. The Bank undertakes not to
revoke this guarantee during its currency without previous consent of WBSEDCL and further agrees
that the guarantee herein contained shall continue to be enforceable till the WBSEDCL discharges this
guarantee.

WBSEDCL shall have the fullest liberty without affecting in any way the liability of the Bank under this
guarantee from time to time extend the time for performance of the Contract by the Contractor.
WBSEDCL, shall have the fullest liberty, without affecting this guarantee to postpone from time to
time the exercise of any powers vested in them or of any right which they might have against the
Contractor and to exercise the same at any time and any manner, and either to enforce or to
forbear to enforce any covenants, contained or implied in the Contract between WBSEDCL and the
Contractor or any other course of remedy or security available to WBSEDCL. The Bank shall not be
released of its obligations under this presents by any exercise by WBSEDCL of its liberty with
reference to the matters aforesaid or any of them or by reason or any other acts of omission or
commission on the part of WBSEDCL or any other indulgence shown by WBSEDCL or by any other
matter or thing whatsoever which under the law would but for this provisions have the effect of
relieving the Bank.

The Bank also agrees that WBSEDCL at its option shall be entitled to enforce this guarantee
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against the Bank as a Principal debtor, in the first instance without proceeding against the Contractor
and notwithstanding any security or other guarantee that WBSEDCL may have in relation to
the contractor's liabilities.

Notwithstanding anything contained herein above our liability under this guarantee is restricted
to and shall remain in force up to and including and shall be extended
from time to time for such period, as may be desired by M/s. to
whose behalf this guarantee has been given.

All rights of WBSEDCL under this guarantee shall be forfeited and the Bank shall be relieved and
discharged from all liabilities there under unless the WBSEDCL enforce a claim under this guarantee
against the Bank within three months from the above mentioned date or from the extended date.

Dated this day of 2018 __ at
Witness :
(Signature) (Signature)
(Name) (Name)
(Official address) (Designation with Bank Stamp)

Attorney as per Power of

Attorney No.
Date
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Price Schedule

Annexure-VI

Item Rate BoQ
Tender Inviting Authority: Chief Engineer, IT&C Cell, WBSEDCL Annexure-VI
Name of Work: Appointment of IT Security Consultantin WBSEDCL
Contract No: WBSEDCL/ IT&C/90.00/
Bidder Name :
PRICE SCHEDULE

(This BOQ template must not be modified/replaced by the bidder and the same should be uploaded after filling the relevent columns, else the bidder is liable to be

rejected for this tender. Bidders are allowed to enter the Bidder Name and Values only )

NUMBER # TEXT # NUMBER # TEXT # NUMBER # NUMBER TEXT NUMBER # TEXT #
Sl Item Description Quantity Units Unit Rate In GST (%) HSN / TOTAL TOTAL
No. Figures To be SAC Code | AMOUNT AMOUNT
entered by the In Words
Bidder
Rs. P
2 4 5 13 14 18 53 55
Total Cost for ISO 27001 No 0.00 | INR Zero
Certification, 3 years of Only
Surveillance Audit with
Recertification
22 Mention GST (%) and
HSN/SAC Code Properly
Total in 0.00 | INR Zero
Figures Only
Quoted Rate in INR Zero Only

Words

NOIEIO

5 QUOY

5D In

=R
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Designation :

Seal

Unit Rate for VAPT

Please note that this information must be provided by the Bidder; however this will not be used for the purposes of Bid evaluation. These rates should be valid
(fixed) for next five (5) years . Additional VAPT cost shall be applicable for additional devices in excess of total no. of physical devices including the variation of
+/- 10% as mentioned in the RFP.

Annexure-VIA

Sl. No. Description Unit Rate Tax Total Price
1. VAPT for additional Device for each IP
2. Certification Cost for additional Location
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Annexure- VII

Team Composition, Task Assignments and Summary of CV Information
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Annexure - VIII

Curriculum Vitae (CV) for Proposed International or Local Experts

CURRICULUM VITAE (CV) FOR PROPOSED PROFESSIONAL STAFF

Format for Curriculum Vitae (CV) for Proposed Key Personnel

1. Proposed Position
2. Name of Firm Passport
3. Name of Staff Member Photo

4. Profession

5. Date of Birth :-

6. Nationality

7. Years with Firm /Organization

8. Membership of Professional Societies
9. Details of Tasks Assigned

(The information may be furnished as per the format given below)
Key Qualifications

(Give an outline of staff Member's experience and training most pertinent to tasks on assignment. Describe degree of
responsibility held by the staff member on previous assignments and give dates and locations. Use up to half a page).

Education

(Summaries College/University and other specialized education of staff Member, giving names of schools, dates
attended and degrees obtained. Use up to a quarter page).

Employment Record

(Starting with present position, list in reversed order, and every employment held. List all positions held by the Staff
Member since graduation, giving dates, names of employing organization, little of position held and location of
assignments. For experience in the last ten years, also given types of activities performed and Client reference, wherever
appropriate. Use up to three-quarter of a page)

Language

(Indicate Proficiency in speaking, reading and writing of each language by "Excellent”, "Good", "Fair", "Working
knowledge", "Poor")

Certification:
I, the undersigned, certify to the best of my knowledge and belief that

(i) this CV correctly describes my qualifications and my experience;
(i) I am committed to undertake the assignment within the validity of Proposal;
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(iii)  Iam not part of the team who wrote the terms of reference for this consulting services assignment;
(iv)  Iam not sanctioned (ineligible for engagement) by WBSEDCL.

I understand that any willful misstatement described herein may lead to my disqualification or dismissal, if
engaged.

Date:

[Signature of expert or authorized representative of the firm] Day/Month/Year

Full name of authorized representative:

Note :

This CV can be signed by an authorized representative of the Consultant provided that if the Consultant’s
proposal is ranked first, a copy of the CV signed by the expert and/or specialist must be submitted to the
Client (if required by the Client).
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Annexure- IX

Declaration Regarding Clean Track Record

(To be submitted in the letterhead of client)

To:

The Chief Engineer,

IT & C Cell,

West Bengal State Electricity Distribution Company Limited,
3" Floor, Block ‘D', VidyutBhavan.,

Bidhannagar,

Kolkata- 700 09l.

Sir,

I have carefully gone through the Terms & Conditions contained in the RFP Document [No. 1. I hereby declare
that my company has not been debarred/black listed by any Government / Semi Government organizations. I further
certify that I am competent authority in my company and my company has authorized me to make this declaration.

Yours very truly,

Name:

Designation:

Company:

Address:
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